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PIEU KHOAN VA PIEU KIEN VE THU THAP, XU LY VA BAO VE DU LIEU CA NHAN
TRONG HOAT PONG TUYEN DUNG, QUAN LY NGUOI LAO PONG CUA SFINANCE

TERMS AND CONDITIONS ON THE COLLECTION, PROCESSING, AND PROTECTION OF
PERSONAL DATA IN RECRUITMENT, MANAGEMENT EMPLOYEES OF SFINANCE

Bing viéc tich chon 6 “Pong y” hodc bAm nut “Ung tuyén” hoic giri lai email véi ngi dung “Toi
dong y”, Ung vién xc nhan ring Ung vién da doc, hiéu va hoan toan ddng ¥ v6i nhitng Didu khoan va
diéu kién vé thu thap, xir Iy va bio vé dir liéu c4 nhan trong hoat dong tuyén dung, quén ly ngudi lao
dong cia SFinance (sau ddy goi 1a “NHA TUYEN DUNG”) va dong ¥ cung cap thong tin ¢4 nhan cua
minh cho NHA TUYEN DUNG véi nhiing diéu khoan va diéu kién nhu sau:

By checking the "Agree” box or click the "Apply" button or by sending an email with the content “I
Agree”, you confirm that you have read, understood, and fully agree to the Terms and Conditions
regarding the collection, processing, and protection of personal data in recruitment, management
employees of SFinance (hereinafter referred to as the “RECRUITER”), and agree to provide your personal
information to the RECRUITER under the following terms and conditions:

Dbi tugng diéu chinh ctuia Didu khoan diéu kién vé thu thap, xir 1y va bao vé dit lidu c4 nhan trong hoat dong
tuyén dung, quan 1y nguoi lao dong ciia SFinance (“Piéu khoan diéu kién”) nay 1a tat ca cac tmg vién tham
gia tmg tuyén vao cac vi tri tuyén dung ctia Cong ty Tai chinh Tin dung tiéu dung Trach nhiém hitu han
Mot thanh vién SFinance (“SFinance”) va nguoi lao dong cua SFinance.

The subjects governed by these Terms and Conditions on the collection, processing, and protection of
personal data in the recruitment and employee management activities of SFinance (“Terms and
Conditions”) include all candidates applying for positions at SFinance Consumer Credit Finance Company
Limited (“SFinance”) and all employees of SFinance.

I. Khai niém / Definition

1. Dir liéu ¢4 nhan: 13 dir lidu s6 hodc thong tin dudi dang khac xac dinh hodc gitip xac dinh mot con
nguoi cu thé, bao gém: dir 1i€u c& nhan co ban va dit liéu ca nhan nhay cam. Dir liéu ca nhan sau khi
khtr nhan dang khong con 1a dir liéu cé nhan.

Personal data means digital data or information in other forms that identifies or helps identify a
specific individual, including basic personal data and sensitive personal data. Personal data that has
been anonymized is no longer considered personal data.

2. Dir liéu ca nhan co ban: 1a di liéu ca nhan phan anh cic yéu td nhan than, lai lich phd bién, thuong
xuyén su dung trong cac giao dich, quan h¢ xa hdi, thugc danh muc do Chinh phti ban hanh. Dt li€u ca
nhan co ban bao gdm:

Basic personal data is personal data reflecting commonly used identifying and background elements
of an individual, frequently used in transactions and social relations, and falling within the list
promulgated by the Government. Basic personal data includes:

a) Ho, chit dém va tén khai sinh, tén goi khac (néu co);
Surname, middle name, and given name at birth; other names (if any);

b) Ngay, thang, ndm sinh; ngdy, thing, nim chét hodc mét tich;
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d)

2

h)

)

k)

Date of birth, date of death or missing;
Gidi tinh;
Gender,

Noi sinh, noi dang ky khai sinh, noi dang ky thuong tra, noi dang ky tam tr, noi & hién tai, qué
quan, dia chi lién hé;

Place of birth; place of birth registration; place of permanent residence registration; place of
temporary residence registration, current place of residence; hometown, contact address;

Quéc tich;

Nationality;

Hinh anh ctia ca nhan;

Images of the individual;

S6 dién thoai, s6 dinh danh c4 nhan, sd ho chiéu, sb giéy phép lai xe, sb bién sb xe;

Phone number; personal identification number, passport number, driver’s license number, vehicle
registration plate number;

Tinh trang hon nhan;

Marital status;

Thong tin vé mdi quan hé gia dinh (cha me, con, vo, chong);

Information on family relationships (parents, children, spouse);

Thong tin vé tai khoan s ciia ca nhan;

Information on the individual s digital accounts;

Céc thong tin khac gin lién voi mot con nguoi cu thé hodc giup xac dinh mot con ngudi cu thé.

Other information associated with a specific individual or capable of identifying a specific
individual.

3. Dir liéu ca nhan nhay cam: 1a di liéu c4 nhan gin lién v&i quyén riéng tu cta ca nhan, khi bj xdm
pham s& gay anh huong tryc tiép dén quyén, loi ich hop phép ctia co quan, to chirc, ca nhan, thugc danh
muc do Chinh phu ban hanh. Dir liéu c4 nhan nhay cam bao gdm:

Sensitive personal data is personal data associated with an individual 5 privacy, which, if infringed

upon, would directly affect the lawful rights and interests of agencies, organizations, or individuals,

and falls within the list promulgated by the Government. Sensitive personal data includes:

a)

b)

Dir lidu tiét 16 ngudn gbe chung toc, ngudn gdc déan toc;

Data revealing racial origin or ethnic origin;

Quan diém v& chinh tri, ton gido, tin ngudng;

Opinions on politics, religion, and belief;

Thong tin vé doi séng riéng tu, bi mit ca nhan, bi mit gia dinh;

Information on private life, personal secrets, and family secrets,
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d)

e)

2)

h)

)

k)

D

Tinh trang suc khoe;

Health status,

Dit liéu sinh tric hoc, dic diém di truyén;

Biometric data and genetic characteristics;

Dir ligu tiét 16 doi séng tinh duc, xu huéng tinh dyc ciia ca nhan;

Data revealing an individual s sexual life or sexual orientation,

Dt liéu vé toi pham, vi pham phép luat duoc thu thap, luu trit boi cac co quan thyc thi phap luat;
Data on crimes and violations of law collected and stored by law enforcement agencies;

Vi tri cia c4 nhan dugc xac dinh qua dich vu dinh vi;

Location data of individuals determined through positioning services;

Théng tin tén dang nhap va mat khau truy cép tai khoan dinh danh dién tir cia ca nhan; hinh 4anh
thé can cudc, thé can cude cong dan, chirng minh nhan dan;

Login names and passwords for access to individuals’ electronic identification accounts; images of
ID cards, citizen ID cards, or 9-digit ID cards;

Tén dang nhap, mat khau truy cip cta tai khoan ngan hang; thong tin thé ngan hang, dit liéu vé lich
sir giao dich cua tai khoan ngan hang; thong tin tai chinh, tin dung va céc thong tin vé hoat dong,
lich sir giao dich tai chinh, chimg khoén, bao hiém ctia khach hang tai cac to chuc tin dung, chi
nhanh ngan hang nudc ngoai, to chirc cung tng dich vu trung gian thanh toan, ching khoan, bao
hiém, cac t6 chirc duge phép khéc;

Login names and passwords for access to bank accounts; bank card information; data on
transaction history of bank accounts; financial and credit information and other information
relating to financial activities and transaction history, securities, and insurance of clients at credit
institutions, foreign bank branches, intermediary payment service providers, securities institutions,
insurers, and other authorized organizations;

Dir li€u theo doi hanh vi, hoat dong str dung dich vu vién thong, mang xa hoi, dich vu tmyén thong
truc tuyén va cac dich vu khac trén khong gian mang;

Data monitoring behavior and activities related to the use of telecommunications services, social
networks, online communication services, and other services in cyberspace;

Dir li¢u ca nhan khac dugc phap luét quy dinh can gilr bi mat hodc can c6 bién phéap bao mat chat
ché.

Other personal data that are required by law to be kept confidential or to which strict confidentiality
measures must be applied.

4. Xirly dir liéu ca nhén: 1a hoat dong tac dong dén di liéu ca nhan, bao g(‘”)m mot hodc nhiéu hoat dong
nhu sau: thu thap, phan tich, tong hop, ma héa, giai ma, chinh sira, x6a, huy, khir nhan dang, cung cép,

cong khai, chuyén giao dir liéu c& nhan va hoat dong khac tac dong dén dir liéu c4 nhan.

Personal data processing means activities that have an impact on personal data, including one or more

of the following activities: collection, analysis, aggregation, encryption, decryption, editing, deletion,

destruction, anonymization, provision, disclosure, transfer of personal data, and other activities that
affect personal data.
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I1. Muc dich xi ly dir li€u ca nhan/ Purposes of personal data processing

L.

10.

11.

12.

Thuc hién cac bude trong quy trinh tuyén dung va danh gia nang luc tng vién.

To carry out the steps in the recruitment process and assess candidate qualifications.

Xac minh thong tin, kiém tra 1y lich, danh gia rui ro theo yéu cau ctia nganh tai chinh — ngan hang.

To verify information, conduct background checks, and assess risks in accordance with financial—
banking industry requirements.

Thuc hién béo cdo, luu trit hd so phuc vu kiém toan, kiém tra tuan thu, quan tri rui ro.

To prepare reports and store records for audit, compliance review, and risk management.

Luu trit dir lidu tmg vién cho cac vi tri tuyén dung trong tuong lai (khi tmg vién dong ¥).

To retain candidate data for future recruitment opportunities (with candidate consent).

Pam bao an ninh hé théng, phong chdng gian lan tuyén dung.

1o ensure system security and prevent recruitment fraud.

Cung cép thong tin, tai liéu, bao cdo... cho co quan nha nudc c6 tham quyén (bao gdm nhung khong
giéi han Co quan thué, Co quan BHXH....).

Provision information, records, report to competent state authorities (including but not limited to tax
authorities, Social Insurance agencies....).

Cung cip cho cac don vi ndi bd SFinance theo yéu cdu (Co quan kiém toan ndi b, Phong diéu tra
phong chéng gian 1an, Khdi cong nghé, t6 chirc Cong doan...).

Provision to internal units of SFinance upon request (Internal Audit, Anti-Fraud Investigation
Department, Technology Division, Trade Union, etc.).

Cung cép cho cac d6i tac nham cung cap cac chinh sach, phuc lgi hodc cac pham vi hop tac khac phuc
vu cho 1¢i ich ctia nguoi lao dong (nhur Cong ty bao hiém).

Providing to partners for the purpose of offering policies, benefits, or other areas of cooperation that
serve the interests of employees (such as insurance companies).

Pua vao cac ndi dung truyén thong ndi bd va van hoa doanh doanh nghiép cong ty nhu: trao thudng,
vinh danh, cac dy an, guong mat tiéu biéu,..

Inclusion in internal communications and corporate culture activities, such as awards, commendations,
recognition, projects, outstanding individuals, etc.

Thyc hién dua thong tin nhan sy vao cac hé théng dao tao ndi bd hodc cac khoa hoc truc tuyén theo
nhu ciu ting thoi ki.

Entry of personnel information into internal training systems or online courses in accordance with
needs from time to time.

Str dung dit liéu cia CBNV khi ghi am, ghi hinh nham phu vy cong tac tuyén dung, truyén thong.

Use of employees’ data for audio and video recording for the purposes of recruitment and
communications.

Gii thidu, cung cap san pham, dich vu ctia Cong ty hodc Dbi tac co hop tac véi Cong ty cho CBNV.
Introduce, provide products, services of the Company or Partners for employees.

II1. Thu thap va xit ly dit liéu ca nhan/ Collecting and processing personal data

1. Thu thép dir li€u/ Data collection:
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N

Do tng vién cung cap truc tiép qua hd so img tuyén, email, phong van hodc hé théng tuyén dung.
Directly from candidates via applications, email, interviews, or recruitment systems.

Tir co quan ¢ tham quyén hodc bén thir ba (khi c6 sy dong ¥ cua ing vién).

From competent authorities or third parties (with candidate consent).

Tir cac hé thdng ndi bo khi img vién tng tuyén qua nén tang hodc tng dung tuyén dung.

From internal systems when candidates apply through the platform or recruitment applications.

Tir cac dbi tac tuyén dung ky két hop tac cung ting dich vu nhan sy va déi tac dong ¥ chia sé dif lidu ca
nhan cta tng vién cho SFinance.

From recruitment partners who have signed cooperation agreements to provide human resources
services and partners who agree to share candidates' personal data with SFinance.

. Xu ly dir liéuw/ Data processing:

SFinance cam két chi xur 1y ding muc dich, pham vi da duoc théng bao.

SFinance commit that data must be processed in accordance with the purposes and scope previously
notified.

Moi hoat dong xtr Iy dir liéu phai c6 su ddng ¥ clia (g vién/ngudi lao dong.

Any processing of special categories of data (such as sensitive data) requires explicit consent from the
candidate.

Khong tu ¥ chinh stra, sao chép, chia sé hoac st dung dir liéu ngoai pham vi cong viéc.

Unauthorized modification, copying, sharing, or use of data beyond work purposes is strictly
prohibited.

Trudng hop xir 1y dir liéu khong can sy dong ¥ ctia chu thé dit liéu bao gdm cac truong hop:

Cases where personal data may be processed without the consent of the data subject include:

a) Dé bao vé tinh mang, strc khoe, danh dy, nhan pham, quyén, loi ich hop phap cta chu thé dir liéu

c4 nhan hodc ngudi khac trong truong hop cip bach; bao vé quyén hodc loi ich chinh dang cua
minh, cta ngudi khac hodc loi ich cia Nha nudc, clia co quan t6 chirc mot cach can thiét trude
hanh vi xam pham loi ich néi trén. Bén kiém soat dit liéu c4 nhan, bén xur 1y dir li¢u ca nhan, bén
kiém soat va xir Iy dit liéu ca nhan, bén thir ba c6 trach nhiém chiing minh truong hop nay;
To protect the life, health, honor, dignity, and legitimate rights and benefits of the personal data
subject matter or others in urgent cases, or to protect one’s own or others’ legitimate rights or
benefits, or benefits of the State or agencies/organizations in a necessary manner against
infringement on such rights or benefits. The personal data controlling party, personal data
processing party, personal data processing and controlling party, and the third party shall prove
the necessity of such processing;

b) Dé giai quyé‘g tinh trang khén cép; nguy co de doa an ninh qudc gia nhung chua dén mirc ban b
tinh trang khan cap; phong, chong bao loan, khiing bd, phong, chong toi pham va vi pham phap
luat;

To respond to emergencies or threats to national security that have yet to escalate to the level of a
declared emergency; to prevent and combat riots, terrorism, crimes, and law violations;

¢) Phuc vu hoat dong ctia co quan nha nudc, hoat ddng quan 1y nha nudc theo quy dinh ctia phap luat;
To serve the operations of state agencies and the state management according to the law;

d) Thuc hién théa thudn cua chi thé dit liéu c4 nhan véi co quan, td chirc, c4 nhan co lién quan theo
quy dinh cta phap luat;
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e) To carry out the agreement between the personal data subject matter and a relevant agency,
organization, or individual according to the law;

f) Truong hop khac theo quy dinh cta phap luat.

Other cases according to the law.

IV. Quyén va nghia vu cia Ung vién/Nguoi lao dong (Chua thé div liéu) Rights of
Candidates/Employees (Data subjects)

A. Quyén ciia Chii thé dir liéu/ Right of Data subject

1.

Pugc biét vé hoat dong xur 1y dit lidu c4 nhén;

1o be informed about the processing of personal data,

Pong ¥ hoic khong dong ¥, yéu cau it lai sy dong y cho phép xir Iy dit liéu ca nhan;

To agree or disagree, or to request the withdrawal of consent to the processing of personal data;
Xem, chinh sira hodc yéu cau chinh stra dit liéu ca nhan;

To view, edit, or request the editing of personal data;

Yéu ciu cung cap, x6a, han ché xir Iy dir liéu ca nhan; giri yéu cau phan dbi xtr Iy dir liéu ca nhan;

To request the provision, deletion, or restriction of the processing of personal data; to submit a request
to object to the processing of personal data,

Khiéu nai, t6 céo, khoi kién, yéu cu bdi thuong thiét hai theo quy dinh cua phap luat;

To file complaints, denunciations, lawsuits, or claim compensation for damages as prescribed by law;
Yéu cu co quan c¢6 thdm quyén hodc co quan, td chirc, ca nhan lién quan dén xtr 1y dir liéu ca nhan
thuc hién cac bié€n phap, giai phap bdo vé dit li€u ca nhan cua minh theo quy dinh ctia phap luat.

To request competent authorities or agencies, organizations, or individuals involved in the processing
of personal data to implement measures and solutions to protect their personal data as prescribed by
law.

. Nghia vu cita Chii thé dir liéw/ Obligation of Data subject

Tu bao vé dir li€u ca nhan clia minh;

Protect your own personal data;

Ton trong, bao vé dit li€u ca nhan cua nguoi khac;

Respect and protect the personal data of others;

Cung cip ddy du, chinh x4c dir liéu c4 nhan ciia minh theo quy dinh ctia phap luat, theo hop dong hoic
khi dong y cho phép xir 1y dir liéu ca nhan clia minh;

Provide complete and accurate personal data as required by law, by contract, or when consenting to
the processing of your personal data;

Chap hanh phap luit vé bao vé dit liéu ca nhan va tham gia phong, chdng hoat déng x4m pham dit liéu
ca nhan.

Comply with laws on personal data protection and participate in preventing and combating activities
that infringe on personal data.

V. Thoi gian luwu trit/ Data retention period

1.

Dir liéu ing vién khong tring tuyén duoc Iuu theo dinh ndi bo cua SFinance.

Data of unsuccessful candidates is stored according to SFinance's internal regulations.
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Dt liéu Gng vién trung tuyén duoc luu theo thoi han ctia hd so nhan su theo quy dinh ndi bd cua
SFinance va cac quy dinh phép luét lién quan.

Data of successful candidates is retained in accordance with HR file retention requirements according
to internal regulation of SFinance and relevant legal regulations.

Dt li€u qué thoi han luu trir phai duge x6a hoac hiy an toan theo quy trinh bao mat.

Data exceeding the retention period must be deleted or destroyed securely following the security
protocol.

Truong hop Chu thé dir liéu khong dugc tuyén dung hodc tir chdi tuyén dung thi Chu thé dir liéu cam
két khong huy ngang viée cho SFinance duoc thyc hién luu trit dit 1iéu c4 nhan ma Chu thé dit liéu da
cung cép theo thoi han quy dinh Khoén 1 biéu nay. SFinance cam két thuc hién luu trit va bao mat dix
lidu c4 nhan cia Chu thé dir liéu theo dung quy dinh phap lut.

In the event that the Data Subject is not recruited or declines the job offer, the Data Subject irrevocably
commits to allowing SFinance to store the personal data that the Data Subject has provided according
to the term regulated in Clause 1 of this Article. SFinance undertakes to store and protect the personal
data of the Data Subject in strict compliance with applicable laws and regulations.

VI. Chia sé dir li€u v&i bén thw ba/ Data sharing with third parties

SFinance chi chia sé dir liéu ung vién/nguoi lao dong trong céac truong hop sau/ Candidate/Employees data

may only be shared by SFinance in the following cases:

1.

Vi don vi ndi bo phuc vu cong tac tuyén dung va phé duyét nhan sy.

With internal units for recruitment and personnel approval purposes.

V6i co quan quan 1y nha nude theo yéu cau phap lut.

With state authorities as required by law.

Vi nha cung cép dich vu thAm dinh nhan su, kiém tra thong tin hodc hé théng tuyén dung kém theo
cam két bao mat.

With service providers performing background checks, information verification, or recruitment system
operations under confidentiality commitments.

Trong truong hop c6 hoat dong chuyén dir lidu ra nudc ngoai, SFinance cam két:

In the event of cross-border data transfer, SFinance undertakes to:

(1) Tuén tha dﬁy du quy dinh tai Luat bao vé dir liéu ca nhan;

Fully comply with the provisions of the Law on Personal Data Protection;

(ii) Thong bao cho co quan quéan 1y nha nude ¢ tham quyén vé hoat dong chuyén dir ligu; va

Notify the competent state management authority of the data transfer, and

(iii) Bao dam dir liéu duoc bao vé theo tiéu chuan twong dwong véi quy dinh phéap luat Viét

Nam vé bao vé dit liéu ca nhan.

Ensure that the data is protected in accordance with standards equivalent to those prescribed by
Vietnamese law on personal data protection.

VII. Biao mat va an toan dir liéu/ Data security and protection

1.

SFinance s& 4p dung cac bién phéap an toan thong tin theo tiéu chuin nganh tai chinh — ngén hang (ma
hoa dir lidu, phan quyén truy cp, gidm sat bao mat...).

SFinance will apply information security measures in line with financial-banking industry standards
(data encryption, access control, security monitoring, etc.).
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2. Cac hanh vi bj nghiém cAn/ Strictly prohibited:

- Sao chép, thu thap di lig¢u trai phép;
Unauthorized copying or collection of data;

- Trao d6i dir lidu tmg vién qua kénh khong an toan;
Exchanging candidate data through insecure channels;

- Chiém doat, tiét 1§ hodc mua ban dit liéu ca nhan;
Appropriating, disclosing, or trading personal data;

- Céc hanh vi bi nghiém cdm khéc theo quy dinh phap luat.
Other prohibited actions accroding to the regulations of law.

,ngay (date)  thang (month)
nam(year)
Xac nhén ciia Chi thé dir liéu
Confirmation by the Data subject
(Ky, ghi 6 ho tén/ Sign and write full name)*

' X4c nhan cua Chu thé dir liéu (Ky va ghi rd ho tén) ap dung trong truong hop Chu thé dit liéu giri ban gde/anh chup
ban géc/bén scan “Diéu khoan diéu kién vé thu thap, xtr 1y va bao vé dit li€u ca nhan trong hoat dong tuyén dung,
quan 1y ngudi lao dong cua SFinance” (“Diéu khoan diéu kién™) nay cho Cong ty./ Confirmation by the Data subject
(Signature and full name) applies in cases where the Data Subject submits the original, a photo of the original, or a
scan of these "Terms and conditions on the collection, processing, and protection of personal data in recruitment,
management employees of SFinance " ("Terms and Conditions") to the Company.

% 6th Floor, Gelex Tower, 52 Le Dai Hanh Str, Hai Ba Trung Ward, Hanoi.



